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UKFaaS: Lightweight, High-Performance and
Secure FaaS Communication With Unikernel
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Abstract—Unikernel is a promising runtime for serverless
computing with its lightweight and isolated architecture. It offers
a secure and efficient environment for applications. However,
famous serverless frameworks like Knative have introduced
heavyweight component sidecars to assist function instance de-
ployment in a non-intrusive manner. But the sidecar not only
hinders the throughput of unikernel function services but also
consumes excessive memory resources. Moreover, the intricate
network communication pathways among various services pose
significant challenges for deploying unikernels in production
serverless environments. Although shared-memory based com-
munication on the same server can solve the communication
bottleneck of unikernel-based function instances. The situation
where malicious programs on the server make the shared memory
untrustworthy limits the deployment of such technologies. We
propose UKFaa$, a lightweight and high-performance serverless
framework. UKFaaS leverages the advantages of customized
operating systems through unikernel and it non-intrusively in-
tegrates sidecar functionality into the unikernel, avoiding the
overhead of sidecar request forwarding. Additionally, UKFaaS
innovatively implements data communication between unikernels
in the same server to eliminate VM-Exit bottlenecks in RPC
(remote process call) based on VMFUNC without relying on
memory sharing. The preliminary experimental results indicate
that UKFaaS can realize 1.8x-3.5X request throughput per
second (RPS) compared with the advanced serverless system
FaasFlow, UaaF and Nightcore in the Google online boutique
microservice benchmark.

Index Terms—Unikernel, serverless computing, library opera-
tion system, virtualization.
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TABLE 1
RUNTIME IN SERVERLESS. L: Low. M: MIDDLE. H: HIGH. RPS: REQUEST
THROUGHOUT PER SECOND WITH WRK [13]

VMs  Container Wasm  Unikernel
Isolation level (1) [14] H L M H
Startup latency ({) [14] H M L L
Memory footprint ({) [2] H M L L
RPS of Nginx (x10%) (1) | 1.8 6.1 3.1 12.2

1. INTRODUCTION

ERVERLESS computing enables users to concentrate ex-
S clusively on their application logic while entrusting the
management of underlying operating systems and hardware
infrastructure to cloud service providers. By adopting Function-
as-a-Service (FaaS), users incur costs solely for request pro-
cessing and function container design, eliminating the need
for continuous resource rental if low startup latency and high
concurrency of service can be satisfied.

Unfortunately, although container technology guarantees
lightweight, its cgroup isolation cannot meet the needs of se-
curity scenarios. As shown in Table I is the comparison be-
tween different runtimes. The basis of low (L), middle (M),
and high (H) comes from the reference of the corresponding
item. VM here is a complete virtual machine compared with the
lightweight and specified runtime unikernel. The existence of
nested virtualization supports the deployment of unikernels on
VMs. Secure container technology, as a compromise solution
that balances flexibility and security, such as Firecracker [1] run
containers in their sandbox VM. However, due to the interven-
tion of VMs, the startup speed of containers has decreased com-
pared to traditional containers. WebAssembly [2] is a promising
runtime due to its small size and ease of deployment. Neverthe-
less, poor system call support and transmission performance
limit its application in I/O frequency scenarios. In addition,
modern data centers have the requirements for the security of
deployment [3], [4] for shared-memory-based communication.
This means that the work that relies on shared memory security
to achieve accelerated communication is not applicable.

As a new-generation VM technology, unikernel' retains only
the necessary kernel modules for applications to avoid unnec-
essary instruction cycles and state-switching overhead, avoid-
ing the drawback of traditional VM. In addition, it is suit-
able for lightweight, high-performance, and secure applications

'In this work, we use Unikraft [5] as the unikernel by default due to its
community influence and ecosystem.
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Fig. 1. Networking processing in a typical serverless function chain setup.

in the serverless scenario. In Table I, we show the advanced
RPS performance of unikernel Nginx compared with different
runtimes (Wasm uses the server that comes with Javascript).
Related work has been carried out to optimize unikernel’s
communication [6], [7] and reduce startup latency [8] in the
serverless scenario, as well as to explore memory deduplication
[9] and snapshot startup optimization [10] to improve concur-
rency. Unikernel has the advantages of being lightweight, hav-
ing good performance and strong security. Its performance and
lightweight nature determine that it is suitable for promotion
to FaaS scenarios [11], while the feature of strong isolation
makes it suitable for promotion to multi-tenant scenarios where
the shared memory is untrusted [3], [12]. However, the deploy-
ment of unikernel to the FaaS situation presents the following
challenges.

Incompatible at runtime for the sidecar. Current serverless
framework optimization work in research still has a large gap
to the industrial scene [15]. In Kubernetes (K8s), a service in-
stance is deployed by Pod to manage containers/VMs. Each Pod
instance in a serverless application consists of a function con-
tainer and a sidecar container as shown in Fig. 1. For example,
in Knative [16]?, the queue-proxy sidecar container enhances
the integration of the function container with the service mesh.
It facilitates non-invasive request forwarding, metric collection,
and lifecycle management. In K8s, each service instance is
maintained by a Pod that consists of a function container and a
sidecar container. This unique setup poses compatibility issues
on unikernel since the same runtime must be implemented using
the CRI (Container Runtime Interface). However, this approach
is incompatible with existing container runtimes like runc. Im-
plementing a dedicated sidecar based on unikernel would create
significant engineering pressure and sidecarless design would
be a potential solution for unikernels.

Heavy-weight serverless components. The existence of side-
car leads to 10.5x RPS overhead in unikernel due to the extra
data replication, context switching [17] and VM-Exit, as shown
in Fig. 2(b). Furthermore, the Knative sidecar queue-proxy has
20.1x higher image size consumption compared to the nginx
unikernel demonstrated in Fig. 2(a). This limitation hampers

ZKnative is a representative serverless framework compatible with K8s. The
scenario discussed in this paper adopts Knative sidecar architecture by default.
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Fig.2. Performance and overhead caused by sidecar proxy. (a) Image size of

representative unikernel and docker application and sidecar image. (b) Average
request per second (RRS) and latency of nginx unikernel and docker from wrk
[13] (14 threads, 30 connections, 60s). g/ means application with queue-proxy
sidecar.

the application of cold start optimization techniques for uniker-
nel/VM runtime in practical deployments.

The current sidecarless solutions, SPRIGHT [17] utilizes
eBPF [18] to replace the functionality of sidecar components
to avoid the context switching overhead during kernel function
invocation. mRPC [19] and ServiceRouter [20] provides the
public sidecar for the applications in the same host instead of
the one-to-one design for application and sidecar. However,
there are still doubts about the compatibility of these works
applied to unikernel. SURE [7] applies the lib-sidecar design
in unikernel. Unikernel cannot leverage the benefits of eBPF
due to its single-address OS feature and the extra engineering
preparation for eBPF. Meanwhile, the shared sidecar or the
lib-sidecar design in SURE relies on the shared memory for
communication. However, virtual machine monitors (VMM)
like Firecracker [1] applied in FaaS scenarios do not support
the ivshmem device. In addition, when the shared memory [3],
[4] is untrusted, these communication methods between service
and sidecar are not available.

Data transmission overhead in function chaining. In modern
cloud-native systems, component design is decoupled. There-
fore, HTTP/REST is adopted to ensure communication flex-
ibility in the service chain. However, this type of network
communication incurs significant overhead. For example, in
Knative, function fn-1 invokes fn-2 requires additional round
trips through the sidecars and frontend as shown in Fig. 1.
To address the issue of data plane invocation, several works
dynamically adapt communication mode [21], [22], [23], design
the runtime framework to accelerate functions coordination [2],
[24] and optimize the communication path [7], [17], [23] with
the shared memory to reduce the overhead of data transmission.

However, using shared memory should take the VMM into
consideration for VM and whether the shared memory is avail-
able. Unfortunately, the previous work for communication opti-
mization for unikernel are based on shared memory [7] or even
do not take data transmission into consideration [6]. We hope
to design a host insensitive communication protocol without
relying on memory sharing and VM-Exit, where VMFUNC has
potential to apply to satisfy this need.

We design the communication framework UKFaaS. It ad-
dresses the incompatibility issue of unikernel deployment under
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K8s by replacing the design of co-deployment with sidecar con-
tainers with lib-sidecar, and avoids the overhead caused by the
complex network stack of sidecar. Our communication frame-
work supports operation in situations where shared memory is
untrusted. By introducing VMFUNC-based transmission, we
avoid the high overhead of FaaS instance data transfer caused
by VM-Exit. Meanwhile, its reliability in concurrent scenarios
is guaranteed through the design of concurrent management and
transparent data transmission protocols. Our contributions can
be summarized as follows.

e We implement lib-sidecar, which supports the basic func-
tions of sidecar and offers transparent selection of network
and VMFUNC transport protocols. It eliminates the over-
head of sidecar network forwarding.

e We implement lifecycle management and concurrent
transmission management based on the VMFUNC trans-
mission protocol. It does not rely on shared memory and
avoids VM-Exit. It has significant advantages in the trans-
mission of small data scales and CPU cycle savings rang-
ing from 3.3x-18.9x have been achieved.

e We evaluate our system in the Google online boutique
scenario [25] benchmark, where UKFaaS gets 1.8x-3.5X%
RPS improvement compared with the advanced serverless
framework Nightcore [24], UaaF [6] and FaaSFlow [21].

II. BACKGROUND AND MOTIVATION
A. EPTP Switching and VMFUNC

VMFUNC [26] is a hardware extension used by Intel for
virtualization, which allows programs in VMX non-root mode
to call VM functions in the hypervisor. Extended page table
pointer (EPTP) switching enables VMs to switch the address
space of calling programs to a specified address in the EPTP
list while avoiding high system overhead caused by VM-EXxit.
Specifically, the page table of the guest VM is mapped from
the guest virtual address (GVA) to the guest’s physical address
(GPA), and then the extended page table (EPT) converts GPA
into the host physical address (HPA), achieving direct mapping
from GVA to HPA. The EPTP is the head address of this EPT
and eptp = eptp_listleptp_index], where the eptp_index €
[0,511]. VM can access data located at another VM memory
address by VMFUNC with a specified EPTP index but cannot
access its own (caller’s) memory or data during VMFUNC.

Previous work [27] did not consider data transfer issues under
VMFUNC mainly because of the simplicity of implementing
memory sharing for these works due to its rootkernel for the
EPT management [27]. Besides, this kind of work needs to ex-
ternally consider the security and concurrency control security
and concurrency control of shared memory. However, when the
shared memory is not available or untrusted, this method cannot
be applied.

B. Unikernels

Unikernels [5], [28], [29], [30] are built using a library
operating system, where the OS kernel and user applications
are coupled with the necessary system libraries. This design
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significantly reduces memory usage and attack surface, ensures
system security, and reduces application startup time. As a
representative unikernel, Unikraft [5] implements most major
Linux system calls based on the POSIX standard and supports
other high-level programming languages. Besides, it allows sys-
tem functional modules to be added to Unikraft in a configured
manner through an external library, which makes it possible to
decouple modules required by serverless frameworks, such as
sidecars with third-party libraries to the unikernel.

Other kinds of unikernel like UKL [30] and Lupine [29]
are more like a process instead of a lightweight VM and they
do not perform better than traditional unikernel due to their
macrokernel-unikernel combined architecture. Besides, the dis-
tributed library OS like EbbRT [28] is used for elastic scaling
in the cloud environment instead of a runtime. It also performs
worse than single-core unikernel due to the IPC cost between
libraries.

C. Unikernel for Serverless

The current optimization work of unikernels in the serverless
scenario [11] mainly revolves around cold start [9], [10] mem-
ory saving and communication acceleration. UaaF [6] considers
both cold start acceleration and inter-instance communication
acceleration. It proposes a session-function (S-F) architecture,
where the function unikernel is specifically designed to execute
functions when the session remotely calls the function unikernel
using VMFUNC. Users can combine multiple function uniker-
nels through the session and VMFUNC to achieve the deploy-
ment of the target function chain. However, UaaF does not take
data transmission into consideration since the HPA of the caller
is not available after EPT switching to the callee. SURE [7]
also applies the lib-sidecar design in unikernel and utilizes the
shared memory for communication between unikernels in the
same host. But in the case where the shared memory is untrusted
or VMM does not support ivshmem [1], it is unavailable.

D. Bottleneck by the Sidecar

The issues arising from the sidecar are primarily related to
the high image size it requires and the additional overhead of
its gateway [15].

Image size bottleneck. As shown in Fig. 2(a), taking Ng-
inx, Redis, and SQLite images as examples. Under the default
configuration, the size of Unikraft’s images is less than 2MB
while Docker’s image sizes (minimized from the docker hub)
are around 10MB level. The image size of the unikernel is
at around 1MB for some representative applications and is
much smaller than container image sizes. Although containers
share the host kernel, the image still needs to contain user-
space tools and libraries. It cannot completely eliminate kernel-
related dependencies. Image size of sidecar containers are much
larger than unikernel, limiting startup speed and concurrency in
serverless scenarios.

Communication bottleneck. As shown in Fig. 1, the main-
stream serverless communication path requires multiple sidecar
request forwarding to return requests to the requesting front end.
At the network stack level, the situation of unikernel is similar
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to that of containers. The existence of sidecar causes about 10
additional data copies, context switches, interrupts, and network
stack processing tasks [17]. We take Knative’s queue-proxy as
an example to compare the stress test on Unikraft-implemented
nginx with or without queue-proxy. Docker/q represents re-
quests forwarded through queue-proxy reaching nginx, and
similarly for Unikraft. We use wrk for stress testing and default
allocate 1 CPU and 64MB memory per instance. The results are
shown in Fig. 2(b).

Without the queue-proxy, Unikraft achieves a 2x higher
Nginx throughput compared to Docker. However, with the in-
troduction of the queue-proxy, all requests necessitate addi-
tional data copies, context switches, and interrupts. Moreover,
entering and exiting the VM incurs an extra cost in virtio-io
[31], resulting in thousands of additional system call cycles
overhead. Consequently, this leads to a 6x and 10x decrease in
throughput for Docker/q and Unikraft/q. Despite the potential
for VMFUNC to provide high-performance data transmission,
sidecars significantly diminish the benefits offered by server-
less computing. Therefore, a more lightweight solution like a
customized unikernel with a sidecar is imperative.

III. SYSTEM OVERVIEW

Due to the lower communication efficiency of cross-server
services compared to same-server services, the most advanced
serverless frameworks tend to deploy services from the same
invocation chain on the same server [17], [21], [32], [33]. The
scheduling algorithm is independent of the runtime and is com-
patible with UKFaaS. Therefore, UKFaaS mainly focuses on
optimizing the communication performance between uniker-
nels on a single server.

The UKFaaS system revolves around the following targets:

e Replace sidecar with lib-sidecar. This design avoids the
complex network stack of sidecar, simultaneously solves
the sidecar compatibility problem when unikernel is de-
ployed in the actual production environment, and also
takes advantage of the customized feature of unikernel.
Under the premise of meeting the basic functions of
sidecar, lib-sidecar can transparently switch the transfer
protocol according to different data scales and service
placements, achieving efficient data transmission without
relying on shared memory.

e Accelerate the communication between unikernels. We use
the transport protocol based on VMFUNC instead of the
network to avoid VM-EXxit. It also supports service life-
cycle management, service discovery, data transmission
based on VMFUNC.

e Reliable and secure deployment. We further considered
the reliability of VMFUNC transmission in concurrent
scenarios. And the service security of the transmission
protocol and the lib-sidecar cases are further considered.

In Fig. 3, the overall architecture of UKFaaS is depicted. The
master server serves as the core component of Knative [16] and
is responsible for interacting with the data plane on the worker
for request forwarding (green lines) and metric collecting for
scaling (red lines). Runuk on the control plane manages the
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lifecycle of pod instances on the data plane with EPTP man-
agement in the KVM module and cooperates with the router to
achieve service discovery based on VMFUNC communication.
The implementation details are presented in §V-A.

On the data plane, We list the running unikernel function

instances. The green line is mainly responsible for handling the
requests of network packets by the lib-sidecar. These requests
include those from gateway and registered with the router after
startup. Besides, the big data requests that are not suitable
to transmit through VMFUNC and the cached data coming
from activator (§IV). The orange line lib-vmfunc implements
efficient short message passing bypassing local memory, where
the packet sending is about 3.3x-18.9x faster compared with
unikernel network (§VI-C). We achieve efficiency improvement
through point-to-point transmission of functions to functions,
bypassing redundant components [17], [23]. The communica-
tion process and concurrency control are demonstrated in §V-B
and V-C. Finally, we discuss the security concerns in the context
of accessing the system based on the VMFUNC architecture
(§V-D).
Threat Model. We guarantee the trustworthiness of the host OS
and hypervisor, as well as the correct deployment of unikernel
and the execution of VMFUNC instructions. We conduct bi-
nary checks and control flow integrity checks on the unikernels
deployed on the server [27], [34]. We assume that the shared
memory on the host and the unikernel service registered by the
user is untrusted. Malicious services can cause incorrect booting
of components in the Knative system by hijacking sensitive
data in the sidecar, such as statistical indicators. Furthermore,
other programs deployed on the server make the shared memory
untrusted because they can access it. SURE [7] only restricts
the division of shared memory when accessing between uniker-
nels and does not discuss the behavior of other programs on
the host.
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IV. DESIGN OF LIB-SIDECAR

The sidecar is an HTTP server. The queue-proxy component

of Knative’s sidecar implemented by Go, mainly starts three
coroutines: main server, metric server, and admin server to
manage request forwarding, metric monitoring, and lifecycle
management respectively, as well as a logging output coroutine.
We use Unikraft’s lib-musl and lib-lwip to implement the lib-
server, and lib-sidecar is the extension of lib-server. We used
three threads to implement the same processing logic of three
HTTP servers in the queue-proxy of Knative. Among them,
only corresponding ports need to be exposed for metric moni-
toring and lifecycle management. The main, metric and admin
threads in Fig. 4 are all implemented in lib-server.
Sidecar function. Pod in Knative receives requests from the
gateway through port 8012 exposed by queue-proxy and for-
wards them to the port exposed by the user-container. In lib-
sidecar, we directly register the handler function. As shown in
Fig.4,handle request isresponsible for processing HTTP
requests and encapsulating the user-defined function han-
dle service. Before being processed in the main server,
handle request is subject to various checks such as health
status check, processing rate statistics, and message header file
inspection like queue-proxy.

Users need to implement handle regquest to process re-
quests from the gateway when the handle service defines
the data processing functions. After the function definition in
Fig. 4, lib-sidecar’s main function starts these three servers. The
startup process is completed during the boot phase.

Function expansion. In the sidecar, there are additional re-
quirements for observability. Regarding observability at the
state level, users can extend the metrics to be observed, such
as CPU, memory, disk usage, etc., into the metric server.
For functionality modules that are not part of the three men-
tioned threads, custom functionalities can be introduced into
lib-sidecar to further expand its capabilities. The function of
lib-sidecar is scalable. However, compared with the decoupled
design of sidecars like mRPC [19] and ServiceRouter [20],
our lib-sidecar is tightly coupled with the function runtime.
Although there are already dynamic compilation technologies
for OS [35], it is uncertain whether they can be widely applied
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to unikernel because of its single address design. Therefore, we
need to restart to update.

Transparent protocol. Our VMFUNC transmission is based
on registers and has significant advantages over networks in the
transmission of short messages. However, when the data scale
increases, the efficiency is lower than the network (discussed
in §VI-C), and cross-server transmission is not supported
by VMFUNC. Therefore, we transparently implement
register-based VMFUNC transmission and network
transmission in lib-sidecar with policy to achieve adaptive
adjustment of different protocols.

For users, only the u_send and u_recv APIs need to be

uniformly used to achieve the sending and receiving of data.
As shown in Fig. 4, we implement the reception logic before
the invocation handle request, where the u_recv is ap-
plied for receiving the request outside. u_send is encapsulated
in http respond. We allow users to write policies in lib-
sidecar. The policy allows us to determine the policy based on
the size of the data, the runtime objects of communication, and
whether the services are placed on the same server. For exam-
ple, we default to using VMFUNC-based transmission for data
smaller than 64KB. For larger data, non-unikernel instances
and cross-server transmissions, we use network transmission.
The design of this policy also supports us in expanding more
transmission protocols.
Isolation for lib-sidecar. Since unikernel is an operating sys-
tem with a single address space, this means that in order to
protect the memory safety of calls between system libraries,
we need to design an isolation mechanism to prevent untrusted
third-party services from hijacking the data of lib-sidecar, re-
sulting in malicious scaling, etc. The mechanism of security
isolation has been discussed in FlexOS [36] and SURE [7], and
it needs to be simplified in our scenario.

As shown in Fig. 4, the part defined by user functions is
regarded as an untrusted third-party component and placed in
a separate lib-func. This library is placed in a separate stack.
Cross-domain function calls must go through a MPK gate
mechanism similar to ERIM [34] to achieve stack switching.
Cross-domain function calls only allow access to shared vari-
ables in the specified heap address space. These shared variables
require specially allocated via specified API share alloc
to allow access to all isolated domains. Other variables are
stored by default in the heap where the library is located. It
effectively prevents the functions of the user located in lib-func
from tampering with the metrics or private data from lib-sidecar.
Multi-language support. Currently, Unikraft supports Python,
C++, Go, and Rust. With the lib-sidecar, users only need to
use the corresponding language to define the processing logic
in the handle service. We implement a benchmark for
the UKFaaS framework based on Python in §VI-F and further
analyze the overhead of using Python.

V. VMFUNC COMMUNICATION PROTOCAL

In this section, we will introduce how to manage the lifecycle
and data transmission of unikernels in the scenario of VM-
FUNC communication. The communication is essentially based

Authorized licensed use limited to: Zhejiang University. Downloaded on December 08,2025 at 05:28:37 UTC from IEEE Xplore. Restrictions apply.



3310

, 4. Register / 6. Unregister ) )

Router =~ - > Function Unikernel <t =
................ (eptp_id, func_name) X
()
i £
5. runuk kil 2. runuk create <
o
prepare eptp id launch & wait User Space E_
°
[0
1. Save eptp id in runuk g
_ allocate - (]

handle ioctl Thdex vm-exit handler

Kernel Space

IOCTL middleware module KVM module

Fig. 5. Lifecycle of function unikernel registration managed by runuk.

on EPTP index management of the unikernel. First, we explain
how runuk and registration centers synchronize and maintain
EPTP index creation to destruction to achieve automated ser-
vice discovery (§V-A). Second, we discuss how we achieve
data transfer with VMFUNC (§V-B) and its concurrent request
handling (§V-C). Finally, we discuss some security details on
the process of communication (§V-D).

A. Lifecycle Management by Runuk

In Fig. 5, it is the lifecycle of a unikernel managed by runuk
with four main components. Among them, runuk and router are
running in user space, while KVM and IOCTL (input and output
control) middleware modules are components running in kernel
mode.

Runuk. It is a CRI (Container Runtime Interface) of Kubelet
implemented by Go to manage the lifecycle of a unikernel.
Unlike Runu [37], since we need to implement communica-
tion based on VMFUNC, additional interaction with the ker-
nel is also required to obtain communication information. In
the kernel mode, it mainly contains the kernel-mode IOCTL
middleware module and the KVM module as shown in Fig. 5.
The IOCTL middleware module maintains a character device,
through which the runuk in user space can obtain the EPTP in-
dex of the currently created VM. IOCTL is a Linux system call
to manage the I/O pipeline. For the KVM module, vmes (VM
control structure) is used to save the state and configuration of
a VM. vepu_vmx (virtual CPU VM eXtensions) is an extension
structure managed by KVM software to supplement the defi-
ciencies of vmcs. During the creation process of the unikernel,
the data structure vmes encapsulated by vepu_vmyx is created for
the unikernel. Unikraft is a single-core VM that corresponds
to each vepu_vmx one-to-one. We add two additional fields,
eptp_list and eptp_index to vepu_vmx so the unikernel itself can
get their EPTP information in vmes through VM-EXxit.
Router. Each server will deploy a router to maintain the routing
information of unikernels. It is used to maintain the EPTP
information transmitted by the service name and IP as well as
VMFUNC. The maintenance includes the service registration
and destruction.

Registration. As shown in Fig. 5, the startup process is im-
plemented by runuk create (step 1 and 2), where a unikernel
Pod initializes its network, namespace and other context infor-
mation. When a new unikernel instance starts up, it will send
information such as the EPTP index got from VM-EXxit (step 3)
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and service name to the router (step 4). The router will broad-
cast this routing information to instances on the same server
and routers across servers, thereby ensuring the correctness of
the global routing information.

Destruction. Serverless instances have a default save time
and will be destroyed after being inaccessible for a period of
time. Before the unikernel instance enters the destruction stage
(step 5), lib-sidecar will send a notification to the router to clean
up this route (step 6). The router broadcasts to other members
like a registration to update their routing cache.

Both the creation and destruction phases require maintaining
the information of the EPTP index in KVM. There are the
following two problems to be solved. Firstly, the EPTP list in
all unikernels must be synchronized to ensure the same eptp =
eptp_list[eptp_index]. We maintain a data structure gepip_list
for all unikernels in KVM, which consists of two member
variables global_eptp_list and spinlock. global_eptp_list[512]
is the unified EPTP list for all unikernels when the spinlock
ensures the consistency if multiple functions are registered si-
multaneously.

Secondly, the client runuk needs to access the EPTP index
associated with each unikernel. During creation, a unikernel
can retrieve its own EPTP index through a VM-Exit and send
the EPTP index and function name to the router. However, the
challenge arises to update the route mapping when a unikernel
is destroyed since the unikernel does not support this signal
notification mechanism like containers when killed.

To handle the second problem, runuk sends an unregister
request to the router before killing as shown in Fig. 5. Specif-
ically, we need to send the EPTP index of the unikernel that
is about to be destroyed to the router. However, since runuk
runs in user space, it cannot directly access the EPTP index
from KVM in kernel mode. Therefore, we introduce an IOCTL
middleware module in the kernel module to bridge the access
between runuk and KVM with a character device. The IOCTL
calls in KVM invoke the allocate_index to get the EPTP of the
created unikernel and send it to runuk.

B. Data Transmission With VMFUNC

EPTP Switching (VMFUNC) can achieve switching without
VM-EXxit, but the context information (data in memory) retained
in the VM caller cannot be transferred to the callee directly. Af-
ter EPTP switching, although EPT is different, data can be saved
in registers. Therefore, we propose a register-based VMFUNC
transmission protocol to accelerate data transfer. This process
happens when callee exists in the routing cache of lib-sidecar
and VMFUNC data transmission is used according to the policy
setting. Otherwise, the data will be sent to the activator and the
subsequent steps are the same as those in Knative.

In Fig. 6, the transmission roles are caller and callee. During
transmission, the buffer relies on the handle msg(struct msg
*msg_t, void *msg_r, int src, int dst) function written in assem-
bly code including four parameters. The first parameter msg_t is
the data we want to transmit. The second parameter msg_r is the
data fixed in the same address space by trampoline code during
the startup phase of VMFUNC. The third and fourth parameters
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Fig. 6. Data transmission with VMFUNC.

are respectively eptp_index of caller and callee. The steps are
as follows in Fig. 6.

® vmfunc_send. When executing VMFUNC, it is necessary
to save the context of the registers, and four parameters of han-
dle msg in registers (stored in rax, r15-r13). The remaining
8 idle registers as shown in Fig. 6 are used to temporarily store
the msg_t. For a 64-bit unikernel, one register can transmit 8B
and all 8 registers can transmit data up to the size of a msg_t
(64B) at a time. We save the address of the first parameter msg_t
passed in handle msg to register rax. In vmfunc_send, we
sequentially put the 64B data from the corresponding address
in register rax into 8 registers.

@ vmfunc_ recv. After completing the storage in the reg-
ister, we execute VMFUNC to jump to the callee. First, we
assign the address of msg_r stored in register r15 to register
rcx. Subsequent assembly code in handle msg executes vm-
func_recv and moves 64B data stored in 8 registers one by
one, assigning them to the address of msg_r sequentially.

® Loop until transmission ends. Finally, callee executes
VMFUNC and jumps back to the caller’s VM, completing a
data transfer operation handle msg. The actual transmission
size of the data is generally greater than 64B. Therefore, af-
ter each completion of handle msg, we will offset the first
address of the passed msg_t by 64. The number of executions
is cell(sizeof(req), 64). The msg_t maintains a signal that
informs the receiver that the data transmission has finished.

@ Callee executes and returns the result. The receiving
callee converts the buffer consisting of msg_r into the corre-
sponding data structure and executes the processing logic of
handle service (§IV) after getting the data from message
queue (§V-C). After completing the processing, callee performs
a send_msg to the caller again. Similarly, the caller performs
arecv_msg operation to receive and process the function that
has been handled. For users, it is like experiencing a remote call
and obtaining the processed result.

Multi-tenant deployment. In a multi-tenant scenario, CPU
switching occurs when the number of unikernel deployments
exceeds the number of server cores. We do not set a dedicated
CPU binding for unikernel. Because this will limit the number
of unikernels deployed. Therefore, there exists a case where the

- A
1
- -@ send data by handle_msg = = = = = =

-———

VMFUNC Data Flow
————————————— @- invoke the caller array by accept_conn + = = = = = = = = - - - - -

Fig. 7. Concurrency management of VMFUNC data transmission.

vCPU switching of unikernel occurs in the data transfer based
on registers. The data transmission was still correct when the
switch occurred. Because when the vCPU is switched out, the
CPU automatically saves all register states to the vmcs. When
switching back, the CPU directly restores the state from the
vmes and continues to execute. During this process, there will
be a pause in data transmission. However, the entire transmis-
sion process is carried out by the caller, and callee does not
participate in the synchronization. Therefore, the restoration of
the state can still ensure the correctness of the transmission.

Limitations. The transfer mode based on registers can circum-
vent VM-EXxit. There are significant benefits for short messages
such as message notifications between microservices. However,
when the data scale increases, the efficiency will also decrease
due to the increase in the number of migrations, and the network
transmission performance is better (§VI-C). Meanwhile, this
mechanism can only be applied between VMs of the same
server, because VMFUNC can only be applied in non-root mode
and cannot be applied across servers. Based on the dynamic
adjustment mechanism of the policy mechanism of lib-sidecar,
we use this scheme for short message passing in the unikernel
of the same server.

C. Concurrency Management

In this section, we first explain how to ensure concurrent
management of concurrent VMFUNC data transfers initiated by
multiple caller to callee. Next, we will analyze the management
of message queues under the combination of multiple transmis-
sion protocols and other situations that need to be considered
in data transmission.

1) VMFUNC Connection Management: When using han-
dle_ msg for transmission (§II-A), it is necessary to consider
the issue of concurrency control. When a callee is called by
multiple callers simultaneously without concurrency control,
the callee’s buffer will be written by multiple callers with data
confusion. We implement a similar epoll mechanism to manage
multiple calls to callee as shown in Fig. 7.

Caller. Before establishing a connection, the caller exe-
cutes connect_wait(caller_eptp_index, callee_eptp_index)
to join this connection. We maintain a conn array with a length
of 512 in both the caller and callee, where the address of
conn is fixed through the trampoline code. When the caller
initiates a connection establishment, it sends a VMFUNC call
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Fig. 8. Message queue for VMFUNC and network connection
establishment.

to the callee (®). This VMFUNC operation will cause callee’s
connlcaller_eptp_index] = 1. When multiple callers access
simultaneously, values corresponding to multiple indices of the
callee’s conn are set to 1. The caller will be blocked (®) until
the connection is established, where the value of the caller’s
conn[caller_eptp_index] would be set to 1.

Callee. Callee traverses its conn to find the first index with a
value of 1 (®) and set conn[index] to 0 (®). Callee executes
accept conn(caller_eptp_index, callee_eptp_index) to set
conn[caller_eptp_index| of the caller to 1 with VMFUNC(®).
Since the caller’s conn|caller_eptp_index] = 1, the blockage
is released and the connection is established (®). We set the
connlcaller_eptp_index] = 0 and execute the process of data
transmission (@). Through this mechanism, we can ensure that
only one set of data transmission occurs between the caller and
the callee at the same time. The process of establishment is
short. The concurrency management ensures the correctness of
the caller’s multi-threaded connection. The order of processing
actual requests is managed by the message queue (§V-C2).

2) Message Queue Management: For each callee, both the
data transfer queue and the request queue need to be maintained
simultaneously in lib-sidecar. As shown in Fig. 8. Since policy
can dynamically and transparently implement data transmission
of different protocols (§IV), the request queue will contain re-
quests from VMFUNC transmission (§II-A) and requests from
the network. When the data corresponding to the transmission
path is transmitted, the request identifier will be added to this
queue. lib-sidecar pops the identifier from the request queue
and retrieves the transmitted data from the corresponding data
queue for processing.

Data queue. The data buffer queue Q is responsible for main-
taining that callee accepts data transfers from multiple callers.
Qg is a queue array with a length of EPTP upper limit 512.
Qg is used to manage the buffer sent from each caller. The
servers of the queue contain a 4B-length meta for maintaining
the data length and a 64KB buffer since we transfer the data
less than 64KB through VMFUNC. For each time caller-callee
establishes a data sending connection request, a server needs to
be allocated on the queue conn[caller_eptp_index] of callee
first, and data transfer starts. Dividing the data buffer queue sep-
arately can avoid the conflict of VMFUNC-based transmission
from different callers.

Request queue. After the data transmission is completed,
caller_eptp_index will be added to the request queue Q.
Each time, callee pops a caller_eptp_index from Q, and then
pops the data from Qg[caller_eptp_index]. Then the callee
processes it with handle service and returns the result to
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the corresponding caller. The above design can achieve simul-
taneous multi-to-one connection and ensure the correctness of
program execution in order.

D. Security Enforcement

We further discuss the security issues of VMFUNC-based
communication in addition to the isolation in lib-sidecar (§IV).

VMFUNC trusted access. Since VMFUNC can jump to
the memory address of another VM through trampoline code,
it is necessary to inspect malicious code submitted by tenants
for any illegal VMFUNC instructions. Here, we can refer to
binary rewriting strategies similar to ERIM [34] and SkyBridge
[27]. When a tenant submits a unikernel, it undergoes binary
inspection, and any illegal VMFUNC instructions outside of
the trampoline code page and the PKRU instructions are re-
placed with functionally equivalent instructions. So the mali-
cious users’ functions of callers or callees cannot execute these
instructions even with return-oriented programming (ROP).
This ensures that the VMFUNC instruction call only appears
in the trampoline code of lib-sidecar for communication. The
MPK instruction only invokes in the cross domain call for the
isolation between user functions and the other compartments in
the unikernels.

Communication control. All VMFUNC transmissions are
based on the unified send_msg API, and the trampoline code
is ultimately used for data transmission and stored in a buffer,
ensuring controlled access to VMFUNC code. Furthermore,
VMFUNC transmission occurs solely during the data transmis-
sion phase. This approach circumvents complex security access
and stack management issues [6], [27] that arises from memory
access to the callee by an untrusted caller’s CPU.

Trusted services access. To ensure trusted access between
services, we allow users to define a whitelist within their ser-
vices in lib-vmfunc to prevent illegal service access sequences.
When a caller accesses a service, the service name is first
checked. If the function is allowed access according to the
whitelist, the request proceeds while an exception is raised and
sent to the gateway for illegal service.

VI. EVALUATION

A. Experiment Setup

Implementation. Our entire experiment is conducted on a
physical machine with 48 Intel(R) Xeon(R) Silver 4214 CPUs
@2.20GHz, and a server with 256GB of memory and a network
bandwidth of 10GB. The disk is a 2TB Intel S4520 SATA SSD.
The operating system version is Ubuntu 18.04, with a kernel
version of 4.15.18, where the version of the Linux kernel does
not influence the implementation and performance in this work.
In this experiment, all VMs are compiled with the KVM-guest
option to support virtualization. When we start a unikernel or
docker image, we set the number of CPUs as 1 (Sing-core
unikernel takes one CPU by default) and memory as 64MB.
The implementation of lib-sidecar and lib-vmfunc requires 5k
LoCs and 1k LoCs of C code respectively. At the kernel level,
modifications to KVM are 400. Runuk requires 2k LoCs of Go
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code. The version of unikraft, lib-musl and lib-lwip are 0.11.0.
The hypervisor is gemu with the version of 6.2.0.

Methodology. The comparative methods mainly include
three categories: UKFaaS-based ablation, runtime evaluation,
and state-of-the-art (SOTA) frameworks. The ablation experi-
ments test the communication performance of UKFaaS under
different conditions. The runtime evaluation tests the communi-
cation performance in Docker and Wasm with unikernel. For the
SOTA evaluation, two representative serverless frameworks are
selected for comparison. Nightcore [24] is a typical serverless
framework based on the optimization of inter-thread commu-
nication. Since Nightcore also supports C language implemen-
tation, we choose it as the baseline framework. FaasFlow [21]
is a typical framework that optimizes scheduling. They aim to
deploy services with call chains on the same server and use
shared memory for IPC (inter-process communication). We use
FaaSFlow deployed with Python and ensure that all services are
in an ideal state with IPC on the same server. Although the we
assume shared memory is untrusted in our work, we implement
the iveshem driver in unikraft to achieve the shared-memory-
based communication as the simplified the baseline of SURE
[7], where the security mechanism like MPK is not applied.
Although the shared-memory-based method SURE is more ef-
ficient compared with UKFaaS, this method is not available in
our scenario.

Benchmark. The experiment primarily revolved around ana-
lyzing the overhead of startup latency (§VI-B) end-to-end trans-
mission (§VI-C) and forwarding (§VI-D), as well as testing the
concurrent performance (§VI-E). We conducted performance
tests on the Google online boutique benchmark [25] to evaluate
the performance in real-world microservice scenarios (§VI-F).
We use wrk [13] to send requests to the front service. There are
default call sequences between these services with six different
function calls in total. For more details of the benchmark please
refer to the appendix section of SPRIGHT setup.

B. Startup Latency

As shown in Table III, we present the cold startup latency of
the unikernel with different conditions. The application of the
unikernel (UK) a http-server. (+s) means the application with
lib-sidecar. (+v) means the application with lib-vmfunc, where
the initialization process in Fig. 5 is needed. The additional
overhead of startup delay caused by introducing these third-
party libraries can be ignored. (w/f) means the VMM is Fire-
cracker [1], where the Firecracker eliminates the unnecessary
boot process in VMM and BIOs as discussed in SURE [7].
Overall, in the case of cold start, the runtime based on unikernel
starts faster than Docker since the unikernel is more lightweight
compared with Docker shown Fig. 2(a).

C. CPU Cycle of End to End Transmission

We analyze the CPU cycle in Table II. When concurrency
requests from one caller come, the function caller and callee
take connect wait to ensure synchronous access. Since the
above operations are based on VMFUNC without VM-EXxit,
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TABLE II
CPU CYCLE CoST IN VMFUNC, COMMUNICATION, UKFAAS AND SERVICE
RELATED OPERATIONS

VM ops CPU cycle Comm. ops CPU cycle
VMFUNC 147 socket connect 137207
VM-Exit 8231 file I/O 891119

UKFaaS ops / Service ops /

handle_msg 294 serialization 653848
unserialization 55714

connect wait 687 services 106-1708

TABLE III

BOOT TIME UNDER DIFFERENT CONDITIONS

UK  UK(+s) UK(+s,+v) UK(w/f)  Docker
lSta“”p 72 74 75 30 187
atency (ms)
I UKFaaS S UK-RPC B UK-Shared-Mem [ Docker-RPC
10° 10°
<@
Q
3 4 4
E 10 10
8}
103 103
64B 256B 1KB 4KB 16KB 64KB256KB 64B 256B 1KB 4KB 16KB 64KB256KB
Send buffer size Recv buffer size
Fig. 9. CPU Cycle (J) of UKFaaS (VMFUNC) and RPC data transmission

with the change of buffer size. Improvement is the CPU cycle ratio of UK-
RPC / UKFaaS (a) CPU cycle of buffer sending. (b) CPU cycle of buffer
receiving.

the efficiency is much faster than network (socket connect) and
shared file system (File I/O) in unikernels for data transfer.

After connection establishment, we evaluate VMFUNC-
based transmission (UKFaaS), unikernel-based network
transmission (UK-RPC), shared-memory-based transmission
(UK-Shared-Mem) implemented on iveshem and network-
based transmission (Docker-RPC) on Docker under different
buffer sizes. To make a fair test, we omit the sidecar for
unikernel-to-unikernel RPC communication with language C.
We deploy two unikernels ul and u2, where ul sends a buffer
with a specified size to u2 via socket, VMFUNC transmission
or iveshem, and u2 returns a data packet to ul after receiving
it. Our experiment is conducted under a single thread, with
data sizes ranging from 64B to 256KB as shown in Fig. 9.

By default, function communication based on unikernel uses
the network. Since this communication method will trigger
VM-Exit, when the network communication is less than 64KB,
the transmission cost is greater than that based on VMFUNC.
When the data scale further increases, network communication-
based transmission is superior to UKFaaS transmission until
256KB. This is because the transmission cost of UKFaaS de-
pends on the number of executions of handle msg (§V-B).
When the data transmission is 64B, only two round trips of VM-
FUNC are required, and the cost is much lower than VM-Exit.
However, when the scale of data transmission further increases,
the increase in the number of executions of handle msg is
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improvement is the ratio of UKFaaS / other methods and latency reduction is (other methods - UKFaaS) / other methods. (a) Average request per second
(RPS). (b) 99%ile latency. Col 1: Ablation study on UKFaaS. Col 2: UKFaaS compares with other SOTA serverless frameworks. Col 3: UKFaaS compares

with other runtimes.

less than that of VM-Exit. UK-Shared-Mem 1is equivalent to
transplanting the communication between SPRIGHT [17] and
SURE [7] to the unikernel. During the communication process,
callee only needs to constantly poll the shared memory. Callee
listens for whether the caller has data transmission and then
executes subsequent processing without VM-Exit. Meanwhile,
the cost of memory copying is much lower than that of network
transmission or VMFUNC-based register transmission, so the
transmission overhead is the lowest. However, such methods
must ensure the credibility of shared memory. SURE can ensure
the security of using shared memory among unikernels within
the transmission system, but it cannot guarantee the operations
of other processes on the shared memory on the host, and thus
cannot be used in our scenario. The situation of Docker-RPC is
similar to that of UK-RPC. The difference lies in that it does not
need to go through VM-EXxit, so the transmission cost is always
lower than that of UK-RPC. Docker-RPC outperforms UKFaaS
when the data scale is larger than 16KB. Overall, at 64B-4KB,
the transmission efficiency of UKFaaS in send and recv has
been improved by 3.3x-18.9x and 2.1x-16.4x compared to
UK-RPC and Docker-RPC respectively.

D. Forwarding Performance Evaluation

In this section, we further verify the forward performance
throughout and latency under different buffer sizes and trans-
mission conditions. We take two unikernels ul and u2 as HTTP
servers, where we apply wrk to ul and ul and forward the
packet with specified size to u2. Our experimental comparison
is mainly evaluated from three dimensions. As shown in Fig. 10,
they are respectively the communication mode of unikernel
(the first column), the FaaS communication framework (the
second column), and the runtime (the third column). Our wrk
conditions on concurrent and thread number are both 1, and the
amount of data transmitted is 64B-64KB.

Unikernel-based communication comparison. As shown
in the first column of Fig. 10(al) and (b1), we demonstrate the

forwarding throughput and tail latency of UKFaaS and UK-
RPC at different data scales with and without sidecar. Ac-
cording to the experimental conclusion in §VI-C, in the case
of a small data scale (<16KB), the CPU cycle overhead of
sending and receiving data packets in UKFaaS is much smaller
than the network forwarding overhead of UK-RPC. Further,
we discuss the situation where lib-sidecar is introduced. w/q
represents a queue proxy. In w/q, we introduce a unikernel
server as a sidecar. The request first arrives at the sidecar and
then is forwarded to ul. ul forwards it to the sidecar and then to
u2. UKFaaS conducts data transmission through registers based
on VMFUNC, and UK-RPC implements network transmission.
The existence of sidecar prolongs the data transmission path,
especially greatly increasing the transmission cost when shared
memory is unavailable. Overall, compared with UKFaaS (w/q)
and UK-RPC at 16B-64KB, UKFaaS achieves a RPS improve-
ment of 2.5x-2.9x and 2.1x-3.8x respectively. As for tail
latency, UKFaaS performs 39%-71% and 55%-81% reduction
compared with UKFaaS(w/q) and UK-RPC respectively.
SOTA FaaS communication system comparison. As shown
in Fig. 10(a2) and (b2). We present a comparison between UK-
FaaS and some SOTA FaaS communication frameworks. We no
longer compare SPRIGHT because it is also based on shared
memory transmission, and the throughput of the unikernel itself
is greater than that of the containers used by SPRIGHT [17].
Although shared memory is unavailable in the scenario of this
article, we still introduce a performance evaluation of it.
Although inter-thread communication in Nightcore [24] can
be efficient, the upper limit RPS of a unikernel HTTP server
is larger than other threads that benefit from its single-address
architecture. Besides, data transmission relies on post-based
protocol, leading to extra overhead during transmission. As
for the DAG schedule optimization-based methods FaaSFlow
[21], the SOTA schedule case is IPC communication between
instances with shared memory designed for Python. Therefore,
we use a Python-based HTTPs server in FaaSFlow to test the
forwarding RPS and tailed latency with IPC. Due to the poor
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performance of Python, the result is even worse than Nightcore.
Compared with Nightcore and FaaSFlow, UKFaaS achieves
1.9%-3.8x and 2.7x-4.5x improvement in RPS at 64B-64KB
respectively. According to the conclusion of §VI-C, since SURE
adopts the UK-Shared-Mem communication mechanism, its
throughput and tail latency perform optimistically in the case
where shared memory is available.

Runtime comparison. We also compare with other runtimes
such as docker and WebAssembly (wasm) with sidecar since
it is necessary for these runtimes to be deployed in a modern
serverless system as shown in Fig. 10(a3) and (b3). Wasm
cannot directly utilize sockets for communication, so it must
rely on protocol standards implemented in JavaScript, where
1/0O operations still depend on the kernel API, resulting in poor
performance of Wasm(w/q) with over 95% reduction in 99%
tail latency. Due to the main bottleneck of overhead by request
forwarding by sidecar in Knative, Docker (w/q) performs 50%
to 83% in 64B-64KB compared with UKFaaS.

E. Concurrency Performance

In this section, we further extend the situation of §VI-D to
different concurrency and the number of thread connections.
wrk [13] is still used to increase the load on ul, and unikernel
ul forwards the request to u2. In wrk, we set different numbers
of connections and threads to adjust the concurrency conditions.
Meanwhile, in order to evaluate the influence of the introduction
of message queue (§V-C), we also test the RPS under different
numbers of callers to evaluate the effectiveness of message
queue. The sidecar is not considered in this evaluation.
One-to-one concurrency. In this case, one caller ul forwards
the data to the callee u2 with different wrk conditions. As shown
in Fig. 11(a), when the data transmission scale is 1KB, the
number of connected transmissions gradually increases from 1
to 8. This is because in the case of low concurrency, the system
throughput does not reach the saturation. When the number of
concurrent connections is greater than 8, the throughput tends
to be saturated. It is basically consistent with the conclusion
in §VI-D in terms of RPS performance. SURE can always
maintain the optimal performance because the transmission per-
formance is based on shared memory when the shared memory
is trusted. Furthermore, the conclusion in Fig. 11(a2) indicates
that when the throughput reaches saturation, the increase in the
number of threads does not affect its throughput performance.
As shown in Fig. 11(b), when the amount of transmitted data
further increases, the performance advantage of SURE becomes
more prominent. Except for SURE, UKFaaS performs best in
the case where the shared memory is not trusted.
Many-to-one concurrency. We further investigate the RPS
performance when initiating data transfer to the same callee
from multiple callers. The introduction of message queues
allows multiple callers to simultaneously implement data
transmission to a callee (§V-C). The callee only needs to re-
turn the data to the corresponding caller after completing each
request. Here we compare the scheme (w/o msg queue) that
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size = 16KB.

does not introduce the message queue and only supports com-
munication between one group of caller and callee at a time to
evaluate the impact of the message queue on UKFaaS.

As shown in Fig. 12, we evaluate different numbers of caller
connections (1-64), and the impact of the number of connec-
tions for adjusting the concurrency on the results under the
specified number of caller connections on UKFaaS. Overall,
the system throughput effect of introducing message queues
is better, especially when RPS saturation is reached. The main
reason is that it realizes asynchronous data transmission. The
inability to achieve further improvement is due to the fact that
the processed results rely on callee’s CPU when being returned.
After the introduction of the message queue, the RPS upper
limit is increased by 1.12x and 1.28x respectively in 1KB and
16KB. In addition, when the number of caller numbers is 64,
it exceeds the total number of CPUs in the host and the test
executes correctly. It proves the feasibility of deploying this
data transmission scheme in a multi-tenant scenario discussed
in §V-B.

F. Realistic Workload Benchmark

In this section, we analyze the performance of UKFaaS and
other methods in Google online boutique benchmark [25]. We
provide benchmarks based on process and implement UKFaaS
with Python-based service to prove the language compatibility
as UKFaaS(py). Besides, we combine the data transmission pro-
cess of UKFaaS into s-f architecture UaaF [6] so as to compare
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the data show the UKFaaS’s improvement on RPS and reduction in latency.
(b) Latency distribution.

the performance in the benchmark. The structure transmitted
during online boutique benchmark communication is a data
structure of about 170KB that maintains information involved in
mall transactions. For concise comparison results, sidecar con-
tainers are not involved in any communications within bench-
marks since the previous evaluation proves the performance
improvement without sidecar. We do not compare webassembly
since the network performance is poor as proved in Fig. 11.
Compared to the network testing in §VI-D, the microservices
deployed as an HTTP server. Since network transmission is
based on HTTP messages, we use cJSON [38] to support
serialization and deserialization of transmitted structures with
post protocol with the CPU cycle in Table II.

According to the results of Fig. 13(al), (bl), we can see
that UKFaaS performs best among other serverless architecture
or runtime. Compared with UK-RPC, UKFaaS does not need
an extra serialization process since transmission of UKFaaS
does not include post-protocol. The additional overhead of VM-
FUNC compared to UKFaaS is due to the lack of optimization
for communication chains, resulting in additional receiving pro-
cesses. As for the docker network, it can be seen that UK-RPC
performs worse than docker and process since the cost between
VMs is higher due to the complexity of the virtualization. Since
FaaSFlow/DataFlower only supports Python cases, we take a
170KB data transmission case to evaluate the performance. It
performs worse than UKFaaS due to the performance limitation
of Python. As for Nightcore, it is mainly designed for the small
size (<1KB) transfer and has poor performance in the bench-
mark. To prove the compatibility in language, we implement
UKFaaS(py) and its RPS is less than UKFaaS since Python
runs slow than C. Besides, the transmission result needs to
extra serialization step so as to pass the parameter from C to
Python. The performance of SURE remains the best. According
to the conclusion of §VI-C, it avoids the I/O overhead of data
transmission. But it is not available in our case since shared
memory is untrusted.

The result when the number connections = 8 and
threads = 4 in Fig. 13(a2), (b2) shows a similar conclusion in
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RPS and latency distribution, where UKFaaS performs 1.8x,
3.5%, 3.4%, 2.3x%, 3.2x and 3.5x better in RPS and keeps low
latency in different distribution compared with UKFaaS(py),
UK-RPC, docker, UaaF, Nightcore and FaaSFlow respectively.

VII. RELATED WORK
A. VMFUNC-Based System

Previously, work based on VMFUNC mainly focused on
secure data access between VMs [39], [40], [41] and communi-
cation acceleration for kernel modules [27]. UaaF [6] is the first
work to introduce VMFUNC into unikernel. Unfortunately, its
inability to achieve data transmission has limited its applicabil-
ity in general serverless scenarios.

However, most of these works are applied to the protection of
traditional VMs or trusted communication acceleration between
microkernels and kernel modules, rather than involving data
plane communication acceleration at the application layer of
microservices in serverless scenarios. Lightweight unikernel
has the advantage of using VMFUNC for data communication
acceleration due to its single address space feature. In the future,
technologies related to EPT upper limit extension and secure
isolation can be applied to large-scale trusted unikernel-based
microservice scenarios.

B. Optimizing Serverless Computing

Current serverless work mainly focuses on optimizing cold
start at the container level [42], [43], communication acceler-
ation [2], [7], [21], [23], [24], [32], heterogeneous hardware
computing [44]. However, container-based implementations of
optimization work are not directly applicable to unikernel VMs.
Although some techniques have also been optimized for VMs in
serverless scenarios [8], [9], [10], these efforts mainly focus on
the cold start phase and do not apply to complex microservice
communication scenarios.

UKFaaS introduces an external library to meet the needs
of function containers in a serverless framework and saves
network forwarding bottlenecks [17] at a low intrusive cost.
Additionally, we apply UaaF’s VMFUNC technology to elim-
inate the overhead caused by VM-Exit during communication
without relying on shared memory in previous work [7].

VIII. CONCLUSION

This article proposes the UKFaaS system, which mainly in-
cludes two modules: lib-sidecar and lib-vmfunc. Based on the
customizable feature of unikernel, it optimizes data plane com-
munication. Lib-sidecar integrates the functionality of heavy-
weight sidecar containers responsible for serverless framework
applications as external libraries to reduce the request for-
warding overhead and integrates the communication function
based on VMFUNC with adaptive policy. Lib-vmfunc leverages
the advantages of a unikernel single-address OS to implement
VMFUNC-based data transfer protocols when shared memory
is not available. Our experiment shows that UKFaaS can real-
ize 1.8x-3.5x RPS improvement compared with the advanced
serverless framework in Google online boutique microservice
benchmark.
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